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AgendaAgenda

 Introduction and Background

 XBRL Requirements for a Signature

 Chosen Solution

 Further Work



 XBRL Sweden objective is to create a Swedish XBRL taxonomy applicable 
for companies reporting under Swedish GAAP as well as IFRS 
(non-profit organisation)

 This presentation based on WG ”Authenticity and Security” work

Background



BackgroundBackground
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Swedish Companies Registration Office: The annual reportSwedish Companies Registration Office: The annual report

Auditors 
endorsement

Members of the 
board, Managing 
Director Data 

integrity

Initials, members of the board 
and Auditor(s)

Proof of adoption resolution, 
member of the board



Starting points for mapping authenticity to XBRLStarting points for mapping authenticity to XBRL

 Directive 1999/93/EC of the European Parliament and of the Council of 13 
December 1999 on a Community framework for electronic signatures

 IETF RFC 3275: "XML-Signature Syntax and Processing“

 ETSI TS 101 903: " XML Advanced Electronic Signatures (XAdES)”

 XBRL International WG Assurance work material



One Signature – a Variety of Intentions (explicit or implicit commitment)One Signature – a Variety of Intentions (explicit or implicit commitment)

Paper WorldPaper World

Signers intention is defined by the nature 
of the document and years of practise, 
legal effect by courts of law etc.

Identify

Assure Authenticity
•Integrity
•Non-repudiation

Legal Effect

Declaration of Commitment

Warning

Electronic/Digital WorldElectronic/Digital World

Signers intention is often not defined when 
signature is created. Legal practice 
relatively young.

?



One Certificate – Liability by Use (risks of unplanned use)One Certificate – Liability by Use (risks of unplanned use)

Paper WorldPaper World Electronic/Digital WorldElectronic/Digital World

High

Low

Certified Signature

Initialised pages

Liability is defined by the nature of the 
document being signed and years of 
practise, legal effect by courts of law 
etc.

Liability (legal) risk being defined by 
the nature of the technical signature. 
Sometimes no one is liable (by design)

High

Low

Qualified
Certificate

Machine
Certificate
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Certificate

Endorsement

Company 
Agreement

Internal 
“sign-off”

Data 
Integrity



Signature Liability LevelsSignature Liability Levels

High Liability
Electronic Record signed by Legal Person

Personal Liability
Electronic Record signed by Natural Person

Low Liability
Electronic Record signed by Legal Person

No Liability
Authenticated Electronic Record

Without
contractual 
relationship

With or without 
prior contractual 
relationship

Not denied 
legal effect

Must not give 
any legal effect!

Legally binding 
signature for 
legal person

Legally binding 
signature for 
natural person



The need for Declaration of CommitmentThe need for Declaration of Commitment

”Figures 
are correct”

No commitment, but intention: 
”No pages are (ex)changed”

”I agree that the 
report is correct”

”I have audited 
and submitted an 
audit report…”

”I certify that the shareholder 
meeting has adopted the 
annual report”



The need for Liability levelsThe need for Liability levels

Low 
Liability?

No Liability

Personal Liability

Personal Liability 
or
High Liability

Personal Liability



Chosen solution described in Discussion PaperChosen solution described in Discussion Paper

 Designed for development teams (technical and legal)
– Aimed at guiding without blocking different implementation solutions, 

e.g. supporting both embedded and separate signatures

 Definition of four levels of liability
– Pre-existing model used by multinationals, c.f. ericsson.com/legal

 …what to present and what to include within the signature 
– Pre-existing models, e.g. SAMSET and IETF RFC 3275

 …and on how to attach the commitment of the signature
– Pre-existing models, e.g. IETF RFC 3275 and ETSI TS 101 903



Example: Applying the SignaturesExample: Applying the Signatures

•CFO
•Low Liability
•Data Integrity

•Member of the Board
•Personal Liability
•Proof of adoption resolution

•Managing Director
•No Liability
•Data Integrity

•Auditor
•No Liability
•Data Integrity

•Member of the Board
•Personal Liability
•Authenticity of Report

•Managing Director
•Personal Liability
•Authenticity of Report

•Auditor(s)
•Personal Liability
•Auditors Endorsement

Not denied 
Legal Effect
Not denied 
Legal Effect

Legal EffectLegal Effect
Legal EffectLegal Effect

Not supposed 
to have

Legal Effect !

Not supposed 
to have

Legal Effect !

Legal EffectLegal Effect

Legal EffectLegal Effect



Swedish Companies Registration Office: Actual ImplementationSwedish Companies Registration Office: Actual Implementation

 Compliance with Swedish XBRL Taxonomy

 Compliance with establishing a Signature Policy

 Compliance with when the application should present warnings

 Annual Report available as container
– Financial data
– Audit Report
– Certification of shareholder meeting adopting the annual report
– Separate XML Signatures for board members and auditors



Current activitiesCurrent activities

 Discussion Paper available through XBRL Sweden, XBRL in Europe 
and XBRL International

 Live implementation by Swedish Companies Registration Office

 FAR SRS guide to auditing standards for XBRL Annual Report 
(FAR, the institute for the accountancy profession in Sweden, and Svenska Revisorsamfundet SRS, The Swedish association of auditors)

 Revised Taxonomy



More informationMore information

 www.xbrl.se

 www.xbrl.org

 www.etsi.org

 www.bolagsverket.se

 www.xbrl.se/34024.htm

 www.bolagsverket.se/om_bolagsverket/elektronisk_ingivning/

http://www.xbrl.se
http://www.xbrl.org
http://www.etsi.org
http://www.bolagsverket.se
http://www.xbrl.se/34024.htm
http://www.bolagsverket.se/om_bolagsverket/elektronisk_ingivning/

